QR Scan Codes HPP Getting Started Guide
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Introduction

The QR Code Hosted Payment Page can be added to your integration for printing on receipts, bills or screen displayed on telemed screens.
These are just a few ways you can leverage this feature. At its very minimum and basic configuration, the QR Code HPP payment form can often
be implemented in just a few easy steps.

Overview

1. Make API GET call to list the HPP payment forms available in your organization
2. Make API POST call to generate the QR Code

Request details:

URL: https://settings-sandbox.paymentfusion.com/hpps

Verb: GET

Headers:

® Authorization: Needs to include Basi ¢ word before Base64 encoded api _i d: api _t oken. The api _i d is the identifier of the
organization created on TAP; size range - 20. The api _t oken is the unique token previously generated by TAP and provided securely
to the organization; size range - 3
Example: Basi ¢ ODA5BVgr NdZkZmbi FI JI TThkYTA2e Q0Mz A5dHh1bWZnZgf dZDE=
® Accept: Specifies the requested API version. If this field is not specified or has an invalid format, the call will be routed to a previous
version. If the previous version does not exist, a 404 page will be displayed.
Example: appl i cati on/ vnd. paymnent f usi on. v3. 0. O+j son
® Content-Type: application/x-www-form-urlencoded
® Cache-Control: no-cache Host: settings-sandbox.paymentfusion.com
® Accept-Encoding: gzip, deflate
® Connection: keep-alive
This will return a list of Hosted Payment Pages available to the organization, including the name of the payment form, as well as an identifier
(corresponding to the HPP Source ID on our server). (Most organizations will return only one HPP source). There is no request body specified on

this call. Based on the Authorization parameter (API ID:API Token — base64 encoded), the API call will know which HPP payment forms are
associated with your organization.

Response Body:



“hpps": [

{
"nanme": "hpp_paynentforni,
"identifier": "6935274"

}
1
v': "1.0.0"

The identifier is the field value that you will pass in to the id parameter on the next API call to generate the Hosted Payment Page payment URL
link.

Request details:

URL: https://tb-sandbox.paymentfusion.com/scan_codes

Verb: GET

Required Parameters:

The transaction_type, amount, and id parameters listed below are required; however, it is highly recommended to include the approved_redire
ct and the declined_redirect parameters because if they are not specified, then a default response template with limited formatting will serve as a
“catch-all” webpage and may not be informative enough for your end-users

® id= The HPP identifer for the transaction. This is the identifier field value returned in Step #1 and is unique to your organization Example:
6935274

® transaction_type= The type of transaction that will be performed. Enum Auth, Sale, SaveOnly

® amount= The amount in USD up to 6 decimals that will be charged, must be a number greater than 0 and its last 4 digits must be 0. (e.
g."1","1.00", "1.01", "1.2", "1.230000).

® type= The type of scan code that will be returned. Enum: gr_code

Recommended Parameters:

® remote_id= Used for keeping track of a 3rd party identifier alongside the transaction object. This is typically used by the ISV to assign its
own identifier to the transaction for easy matching in case any network issues appear. This is not validated for uniqueness.

® callback_url_1= One of the three URLs where Transaction Broker will POST to when a HPP request is completed. This eliminates the
need for polling for the request's status. Only HTTPS URLSs are allowed. The callback will the callback will retry if the host is
unresponsive. The response received from the callback url must have the response code 2xx. Basic auth credentials may be added in to
url ie. 'https://lusername:password@address.com’ or as an url param 'https://address.com?token=secret'.

Headers:

® Authorization: Needs to include Basi ¢ word before Base64 encoded api _i d: api _t oken. The api _i d is the identifier of the
organization created on TAP; size range - 20. The api _t oken is the unique token previously generated by TAP and provided securely
to the organization; size range - 3
Example: Basi ¢ ODA5BVgr NdzkzZmbi FI JI TThkYTA2e Q00Mz A5dHh1bWZnZgf dZDE=

® Accept: Specifies the requested API version. If this field is not specified or has an invalid format, the call will be routed to a previous
version. If the previous version does not exist, a 404 page will be displayed.
Example: appl i cati on/ vnd. paynent f usi on. v3. 0. 0+j son

® Content-Type: application/x-www-form-urlencoded

® Cache-Control: no-cache Host: tb-sandbox.paymentfusion.com
® Accept-Encoding: gzip, deflate

® Connection: keep-alive


https://tb-sandbox.paymentfusion.com/

Body:

lli dll: IIII,
"transaction_type":"Sal e",
"anmount": " Sal e",
"type":"qr_code",

"renot | D':"23131",
"cal | back_url _1":""

Response Body:

"id": "MIY5N oxNTZI MTUONS1j N\WUzLTQzZTgt Yj Zm\y01YnFkM kwiNDk2Mz E=",
"scan_code": "i VBORWOKGg0oAAAANSUNhEUgAAAHgAAABA AQAAAAARHW
[ AAACMUI EQVRANGP6] wg YGFDBKH 48f 8z pxpZ3WRghMy/ +Hpxi i SLHZwW Ud| b0l DI CZz
[ 37THcsWALKknnHDy bPgk DAMC+5070yr k4Hz Cox+5XN PwTj M
[ TNTphwj aOeLn8nt +2kx+Sj cPdOuvi c39] yB67+3NTNSO07q9cHVh06e8j Bxwky4+uBzne4 XH
z
/ B5aMvyVf ocl GNE83XWbhj wTo7gZwdc OPnHb8C7cf B2Zb+ozt yf Bzf N5 XTr 7SaEnXHOL68bHOv
OPW | 6P41P+X/ ghf Nf t
/ RO61XPgpv39RDj | f uvEPYHHVZobT11DW +4Rmgkt 5s1 +Dg29aVa9l bRcH Y34dVIWR1AMXF
xKdnr j AdANcvm
/ xn52n097A5ecwWLSsU2XcA4d7Nf hCar 5) D+ZPcl Y4Khcj B+Hf W-7MdapSLh5r 280PGa7Dot uL
x48bp0j VQAUPNdQAKTTt y8D5dvW 92Yf ef SXD++QP
/ Ro50q0Sbx1Ksf | s67QIcf +MC30mMNSFw+b8d6f yzvt j A5ZI Xr OpePHE] XL7N9daLnf Cb4f J
Ogl t 919¢9h9u3L3xr f so5Fbj 6Ysv3K
[ OXI f z7ZeHj Z5s7n0OF8I r cFURr uMYj OocHvcP6VCdz8t xOdTt i 93QeXZ3Ves+voDXh6+s
[ a+7qwx2s/ XP6HOf 1ebz YXOHOCqf Gp+zKycP7
/ oi sbOzc+gvMZSwWXVgOr h8c9QoN8nUybVCudzt | divn/ i 2CO6eP
/ snFrnluVH kcAof 3j zAYy95+KVDCASAAAAAEI FTKkSuQrCC',
"v": "3.0.0"

}

Note: Convert the scan_code result from its Base64 encoded string and display the QR code image.
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